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KB FERE S 3R &5 (Global anti-scam alliance; GASA)

o 2023
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45% of the surveyed people experienced more scams in the last 12 months

Answers (%)

Significantly less Same Significantly more

Globally, only 3% experienced fewer scams than the prewous year Hong K experienced the strongest growth (71%),

Qa: Compared to the year before, do you feel you h;

59% of the participants encounter a scam at least once per month

Answers (%)

22% experienced a scam attempt
at least every few months

Every day Most days per week Once a week Once a month About every few Once a year Less often Never
months

Citizens from Hong Kong (90%), Brazil (81%), Malaysia (79%), Thailand (78%), Australia & Canada (76%) are approached the most
Polish & Saudi (40%), Romanians (47%), Dutch (48%) and Austrians (49%) are approached the “least.”

Q3: In the last 12 months, how frequently have you encountered scams including deceptive advertising, phishing/fake emails/texts, phone calls, etcetera)?

ERAKREGASA
Source: www.gasa.org 2




An estimated US$1.03 trillion has been lost

GASA

|
to scams worldwide in the last 12 months feedzal

NL-$938 =P
BEL-$381 2,126 e
CH-$2,980 RUS-$678
CAN-$1,885 IRL-$1,839 DK-$3,067
UK-$1,818 PL-$440
GER-$1408AUT- 311639

FR-$1,707
IT-$512 , RO-$512

USA-$3,520 POR-$774 TR-$892 JP-$2,334
3 ESP-$1,279 ~ F’K—$287{ SK-$2,738
\ EGY—$249‘ KSA:$1,65 " HK-$1,581
MEX-$371 UAE-$2,1 se@z 428 ,TW-$1.940

VN-$936  PH-$275

L 4

= q Y
M QY HEN-5209 on.gaer\, W, - <
MY-$1570
This map is for illustrative purposes only | ’ TH-$1106 AUS-$1,452
ZA-$694

ARG-$215 NZ-$1,854

« ' + The hardest hit were U.S. citizens, losing an average of $3,520 per capita, followed by the Danish ($3,067) and Swiss ($2,980). By contrast,

- n = Nigerians ($119), Kenyans ($209), and Argentinians ($215) lost the least per capita. However, this does not tell the entire story...
==X

ERAGREGASA
Source: www.gasang
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Developing nations are hit hardest with a higher proportion feedzcﬁ' GASA

of their GDP being lost to scams than that of developed nations

Ten Highest GDP Loss per Country

Pakistan
Kenya
South Africa
Thailand
India
Malaysia
Vietnam
Indonesia

Brazil

China

0% 1% 2% 3% 4% 5%

Percentage of Gross Domestic Product (%)

Ten Lowest GDP Loss per Country

Italy
Netherlands
France
Germany
Poland
Ireland
Austria
Belgium

Canada

Hong Kong

0.5% 0.4% 0.3% 0.2% 0.1% 0.0%

Percentage of Gross Domestic Product (%)

n + H European countries tend to lose a fraction of their GDP, while there is a visible impact on the economies of Asian and African countries.

BRAGREGASA
Source: www.gasa.org
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Survey respondents across Asia reported total

W

scam losses of approximately US$688.42 billion

o BIBMIER W
. 6TMETESEE

India

o FMBEAATE

Malaysia

\:%:l-é = Pakistan
o FAFFHATERAE T -

Philippines

W 2024
(UsD)

2023
(UsD)

Singapore
South Korea
Taiwan

Thailand

Vietnam

©“
o

$500 $1,000 $1,500 $2,000 $2,500 $3,000 $3,500 $4,000 $4,501
Average loss per scam victim (US$)

m Singapore & Japan reported a drop in scam losses, while South Korea & Taiwan reported significant increases.

ERIRIRGASA
Source: Www.gasg.org
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Almost half of the world encounter a scam at least once a week

1-in-2 respondents were exposed to more scams in the last 12 feedzcu GASA
Respondents (%)
25% Respondents (%)
: 35%
30%
20% :
2% ascamat 25%
15% 20%
15%
10%
10%
5% 5%
0% Significantly fewer Same Significantly more
Eveny day Mastdaysperwesk Oneeaweek Oneeamonth R evgﬂr\y few Dnoe.2iyeer Lessalten Hlever [ ) Globally, -in-5 experienced fewer scams than the previous year. Brazil (63%), Australia (64%), and South Africa (58%) report an increase
months

in scam encounters, while Vietnam (45%), Saudi Arabia (37%), and China (35%) all report significant decreases over the last 12 months.
Compared to the year before, do you feel you have been exposed more or less frequently by an individual/company that tried you in the last 12 months?

:fi 41% of Brazilians encounter scams every day, Hong Kong (33%) and South Korea (26%) citizens also report daily scam experiences.
LT 4 4

In the last 12 months, how often have you been exposed to scam attempts? This includes receiving suspicious content, as well as seeing deceitful advertising.

ERGEGASA
Source: www.gﬁa.org
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f-{';t;'; Trend of Commercial Crimes & Cyber Crimes
= from 2016 to 2024

~Commercipl Crime
I:\rber Crime

Demographlcs of
Online scams in Thailand

Day 1Year

1 1Day "1 vear ™
Amount Lost Amount Lost '

: Repurnd I'I,pmud |
855 312899 92.3 | 33.7
cases cases Millions .. Billions
baht __baht
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whoscall  ciobantise

43% NBFHREET - BE—FRIFSHE S SCANADViSSR GASA

whoscall

| 58 2023 iﬁﬂﬁdﬁ
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g%
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RS Never
0% 5% 10% 15% 20% 25% 30% 5% 0% a5% - 0% 5% 10% 15% 20% 25% 30% 35% 40% 45%
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Key

findings

PREVALENCE OF ENCOUNTERING A SCAM

72%

of anese adults claim to
have encountered a scam

Scams are most commonly
encountered on a weekly
basis, which equates to 149
scam encounters on
average per person, per
year, in Taiwan

PERCEIVED RESPONSIBILITY TO PROTECT PEOPLE FROM

SCAMS

39%

Of Tai se adults feel it
is the responsibility of
Public service
organisations to keep
people safe from
scammers, primarily the
government (26%)

PREVALENCE OF EXPERIENCING* A SCAM IN LAST 12 MONTHS

61%

Of Taiw adults claim
to have been scammed in
the last 12 months

Amongst this group, an
Investment scam (65%) is
the most common type of
scam experienced

*An experience, whether successful or not for the scammer

IMPACT OF SCAMS ON VICITM

52%

Of Taiw se adults who
were scammed felt very or
somewhat stressed by the
experience

28% say they will be more
vigilant of scams as a result

TAIVVAN KEFU

PREVALENCE OF LOSING MONEY TO A SCAM IN LAST 12
MONTHS

(o) of A »se adults claim to
] 3 / have lost money to scams in
O thelast12 months with

$23276.3 |ost to scams, per
person, on average

Funds are most commonly
sent via wire bank transfer
(32%), cash, and gift cards
(both 17%)

PREVALENCE AND OUTCOME OF REPORTING TO PAYMENT
PROVIDER

adults who

85%
A) were scammed did report
the scam to the payment
service

38% were able to at least
partly recover the money

ERHGRGASA

Source: www.gaaae;g
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NBTC's Measures

Scam calls

Adding prefis 1o all

Incoming calls from averseas
saaTEouNels

4607 means catls via VoI Tl

4698 magns calls wa Intorratioal Roaming

Blocking international incoming calls having
number format as domestic landling and 4-digit
numbers er having couniry codes that iTL has
not assigned to any country.

Optional USSD code for consumer
*13g*14 for blocking afl international cafls

Warking with mobile cperators to manitor
and praactively block suspicious outgaing calls

SMS spoofing

@ Implement SMS sender name system
that verified authenticity of regisiered
srganization for sending SMS

(Z) Tt conrotof Bk sws servioe

‘Working with the Cyber Crime Investigation Bureau
and related agencies such as mobile operators and
banks to track down false base stations (such as
stingrays), which are devices capable of sending
fraudulent SMS messages.
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L . = 3 - SCAM
Majority of scams are delivered via text/SMS message & email ¥ whoscall
Phone call 50%
Respondents (%)
Email 37% Live video streaming platforms [l
ost of the scam
i = Postal services I
counters in Taiwan sociol modia s 10%
s Dating sit |
1ppen on platforms Siige s craps Skl
t h Interact in person M increase in Text
a avea . Text | SMS message 34% and SMS
Digital advertising I message scams,
since 2023
'lmCIl'Ily Emﬂll SOciaI et e o - Online marketplaces NG
Iedlal and TEXt Online Communities or Forums [N
|ess°ge Digital advertisement 21% 7 5 % Phone call I
= f
nnels used by scammers - top 8 O\ s?f’m,ﬁttt,fg‘,ﬁ;? :2 Instant messaging applications I
5 months occurred on
Online marketplace 14% platforms that have a Text/SMS messages | -
Direct Message function
Post on social media sites I
Postal mail 13%
Email
0% 10% 20% 30% 40% 50% 60% 70

ERAREGASA
Source: www.gaslaﬁrg
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Soclety (MDES)

\
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&S @ The Telecommunications
L / Association of Thailand
Anti Online Scam
Operation Center

(A0C) NCG | Hotons crbersecury Ager

Set up by the government, the Inter-Ministry Committee on Scams (IMCS) leverages expert knowledge and resources from
various government agencies such as the Ministry of Home Affairs [, the Singapore Police Force [, the Ministry of Digital

Development and Information (4, the Ministry of Trade and Industry (4 and the Monetary Authority of Singapore (4 to

synchronise the government'’s efforts in combatting scams.

" National

National Anti-Scam Centre home

Australian Government
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83% MUAE A WS - RANESRENFE AR 70% of people did not report the scam to law enforcement feedzc’l' GAs ‘

Hith, 2%

Don'tknow, 2%  Other, 1%
A, 15%

Yes, 28%

No, 70%
EH, 83% o, /o

u 15% BB EhE A 0 7T 3L A B B 3RAE -

08 = FEMATTMHD SN RN WAL 28% stated having reported the scam to law enforcement or another government authority.

——— ‘Which of the following negative experiences happened to you in the last 12 months?
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